Abstract-The emergence of digital imaging applications are and/or metadata and thereby verify their integrity.
of the JPSEC standard. They have an identifier that The JPSEC standard has been designed to allow significant specifies which protection method template is used. JPSEC flexiblity and a high level of security through the use of provides templates for decryption, authentication, and protection tools and associated signalling that are applied to hashing. The registration authority tools are registered with JPEG-2000 coded images. These protection tools include and defined by a JPSEC registration authority and have a templates for decryption and authentication. We designed registration authority ID number that is specified in the the JPSEC architecture for interlayer interaction between syntax. The user-defined tools are defined by a user or compression, security, file format, and packetization to application. JPSEC reserves a set of ID numbers that can be provide the above desired attributes. 1368 . In cases where image related parameters and common approach is for the keys to be related in a structured non-image related are used together, the ZOI describes the manner, e.g. they may be recursively computed from a correspondence between these areas. For example, the ZOI master key using a hash tree: Given a master key k, a can be used to indicate that the resolutions and image area sequence of keys may be computed by applying a one-way specified by the image related parameters correspond to the hash function H(, where k,+1 = H(k,). For example, with a 2-byte ranges specified by the non-image related parameters. level wavelet decomposition 3 resolution levels are available
This feature allows the ZOI to be used as metadata that {Low, Med, High}. By encrypting these three levels with signals where certain parts of the image are located in the the three keys {k2, k1, ko3 where k1 = H(ko) and k2= H(k1) = JPSEC bitstream. This is especially useful when encryption H(H(ko)), a user with ko can generate k, and k2 and thereby is used because the image data is no longer accessible in the decrypt all three resolution layers to get the High resolution protected JPSEC stream, thus, it may be impossible to image, a user with k, can generate k2 and thereby decrypt determine where the various image data boundaries lie in two resolution layers to get the Med resolution, and a user the encrypted JPSEC stream.
with k2 can only decrypt one resolution layer to get the Low resolution version of the image, as illustrated in Figure 1 . C. How is the security tool applied?
Note the image content and therefore decide whether to purchase In addition to specifying the template parameters, JPSEC it or not. If the end-user purchases the content he/she also specifies the processing parameters, including the receives the key which can then be used to decrypt and processing domain and granularity, that describe how the decode the entire image. tools are applied. For example, the processing parameters can instruct a JPSEC consumer to apply the specified An important note here is that this encrypted JPEG-2000 decryption method with a granularity of a resolution layer bitstream was decoded using a JPEG-2000 decoder, and not and to the domain of packet bodies only. With 
